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ABSTRACT: 

The future of public-key cryptography 

systems is uncertain in light of recent 

developments in the capabilities of quantum 

computers and Shor's groundbreaking work 

on the prime factorization of integers using 

quantum algorithms. When it comes to 

protecting cryptographic systems from 

quantum computers, there are two separate 

but related fields of study: post-quantum 

cryptography and quantum cryptography. 

With these technologies becoming more 

accessible, it is important to integrate them 

into various applications to learn about their 

features, benefits, and drawbacks, as well as 

to evaluate them. Here, we go into the topic 

of secure messaging apps that use quantum-

resistant encryption. Our focus is on the 

open-source messaging program Delta Chat, 

which provides end-to-end security. The end-

to-end secure messaging properties of the 

system are maintained by integrating post-

quantum secure digital signature schemes 

and public-key encryption schemes. 

Additionally, server-to-server 

communication is secured via secret keys 

provided by a metropolitan quantum key 

distribution network. Because Delta Chat 

uses users' email accounts to transmit 

messages, we also get an email infrastructure 

that is immune to quantum computing. In 

light of this, we also examine the methods 

often used to encrypt email and the necessary 

measures to establish a quantum-system for 

S/MIME and OpenPGP users. 

INTRODUCTION 

With the rise of electronic communication, 

secure messaging has become an essential 

component of the modern digital world. The 

primary objective of secure messaging apps 

is to provide a safe environment for users to 

transmit sensitive information without 

worrying about prying eyes. The reasons 

behind utilizing encrypted messaging 

solutions might differ based on the 

circumstances. Secure messaging offers a 

technological solution to the problem of 
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eavesdropping and spying by unauthorized 

parties, such as government agencies and 

cybercriminals. Businesses, nonprofits, and 

even government entities are considering 

implementing encrypted communications 

systems. Without worrying about 

information leakage, employees of these 

firms may safely communicate and discuss 

sensitive data, trade secrets, intellectual 

property, financial records, and legal 

problems via these platforms. So, encrypted 

messaging services lessen the possibility of 

sensitive data leaks. Many apps that allow for 

encrypted chat have been more popular in the 

past few years. On top of the X3DH key 

agreement system, Signal provides 

asynchronous end-to-end secure messaging 

for both individuals and groups. Protocols 

like off-the-record (OTR) messaging offered 

encrypted communications to users of 

Internet Relay Chat (IRC) networks, 

Extensible Messaging and Presence Protocol 

(XMPP), and others long before messaging 

apps like Signal or WhatsApp were popular. 

Even while OTR is seen as a forerunner of the 

protocol used in Signal, it should be 

remembered that at first, OTR only provided 

secure messaging for two participants in a 

synchronous scenario, meaning that both 

sides had to be online simultaneously. Group 

communication was later introduced. There is 

a plethora of secure messaging apps available 

today, each with its own set of advantages 

and disadvantages in terms of security 

assurances, on-premise deployment choices, 

and supported functionality. 

 

RELATED WORK 

“Let's Encrypt: A Web-wide Automated 

Certificate Authority.” 

When it comes to promoting HTTPS 

adoption throughout the Web, one option is 

Let's Encrypt, a free, open, and automated 

HTTPS certificate authority (CA). After 

launching at the tail end of 2015, Let's 

Encrypt has developed into the biggest 

HTTPS CA in the world, with more valid 

certificates than any other browser-trusted 

CA put together. Over 223 million domain 

names had their certificates granted by 

January 2019. Including the design of the CA 

software system (Boulder) and the structure 

of the organization that runs it (ISRG), we 

detail how we constructed Let's Encrypt and 

talk about what we learnt along the way. We 

also take a look at the varied ecosystem of 

ACME clients, including Certbot, a software 

agent we developed to automate HTTPS 

deployment, and explain the architecture of 

ACME, an IETF-standard protocol that we 

built to simplify CA--server interactions and 
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certificate issuing. Lastly, we assess how the 

CA ecosystem and the Web have been 

affected by Let's Encrypt. If Let's Encrypt is 

successful, it will hopefully serve as a 

template for future improvements to the Web 

PKI and the security architecture of the 

Internet.  

“Process for Standardizing Post-Quantum 

Cryptography by the NIST,” 

By means of a public, competition-like 

procedure, the National Institute of Standards 

and Technology is now choosing public key 

cryptography algorithms. To supplement 

Federal Information Processing Standard 

(FIPS) 186-4, Digital Signature Standard 

(DSS), and NIST Special Publication (SP) 

800-56A, the new public key cryptography 

standards will include further algorithms for 

digital signatures, public key encryption, and 

key setup. Third Revision: SP 800-56B and 

Discrete Logarithm Cryptography for Pair-

Wise Key Establishment Schemes Using 

Integer Factorization Cryptography for Pair-

Wise Key Establishment, Second Revision! 

The goal is for these algorithms to continue 

securing sensitive data even when quantum 

computers are available, for the foreseeable 

future. The third-round candidates for the 

NIST Post-Quantum Cryptography 

Standardization were evaluated and selected 

based on public comments and internal 

examination, as detailed in this paper. This 

report provides a brief overview of all fifteen 

candidate algorithms from the third round of 

evaluation, details which ones were chosen 

for standardization, and announces which 

ones will be further tested in the fourth round. 

Cryptographic has chosen CRYSTALS-

KYBER as the standard for public-key 

encryption and key setup. Cryptographic 

Signatures—Dilithium, Falcon, and 

SPHINCS+ are the digital signatures that will 

be standardized. Although other signature 

techniques were considered, NIST suggests 

using CRYSTALS-Dilithium. Finally, a total 

of four algorithms that were considered for 

alternative key establishment will move on to 

the next screening: the Classic McElwee, 

BIKE, HQC, and SIKE brands. For potential 

future standardization, these choices are still 

under consideration. To further expand and 

enhance its signature portfolio, NIST will 

also make public-key digital signature 

algorithms the subject of a new Call for 

Proposals. 

“A survey on the use of quantum key 

distribution in cryptography” 

From a cryptography perspective, one 

attractive aspect of quantum key distribution 

(QKD) is the capacity to demonstrate the 

information-theoretic security (ITS) of the 

previously established keys. While QKD is 
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useful as a key setup basic, it is not a security 

service in and of itself. Subsequent 

cryptographic applications often make use of 

the secret keys produced by QKD, and these 

applications' needs, contexts, and security 

features might differ. So, looking at how 

QKD may be used with other cryptographic 

primitives is vital for incorporating it into 

security infrastructures. Contributing to such 

an analysis is the primary goal of this survey 

article, which mostly focuses on research 

results from Europe. We begin by taking a 

look at the current primary establishment 

approaches, including QKD, and comparing 

their features. We delve deeper into two 

practical applications of QKD in 

cryptographic infrastructures, examining two 

generic scenarios: 1) utilizing QKD as a key 

renewal technique for a symmetric cipher 

over a point-to-point link, and 2) 

implementing QKD in a network with 

multiple users to provide any-to-any key 

establishment service. We go over the 

possible benefits and drawbacks of applying 

QKD in various settings. We conclude with a 

review of the difficulties associated with 

expanding QKD technology, which may lead 

to new directions in cryptography. 

“WireGuard after quantum” 

The authors of this work introduce PQ-

WireGuard, a post-quantum version of the 

WireGuard VPN protocol's handshake 

(NDSS 2017). This variation goes beyond 

most prior work on post-quantum security for 

real-world protocols by taking post-quantum 

authentication and post-quantum 

confidentiality (or forward secrecy) into 

consideration simultaneously. A less specific 

method relying solely on key-encapsulation 

mechanisms (KEMs) was used by the author 

to do this instead of a handshake based on 

Diffie-Hellman. The author establishes PQ-

WireGuard's security by modifying the 

standard and symbolic models' security 

proofs for WireGuard to fit our build. After 

that, the author uses concrete post-quantum 

safe KEMs—which we pick with care—to 

instantiate this generic architecture, resulting 

in great security and speed. By providing 

comprehensive benchmarking data compared 

to commonly deployed VPN systems, the 

author demonstrates that PQ-WireGuard is 

competitive. 

METHODOLOGY 

To implement this project we have designed 

following modules 

1) User Sign up:  using this module user 

can sign up with the application 

2) User Login: can be used to login to 

systems 
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3) Compose Mails: after login sender 

can select desired receiver to send 

mails and while sending application 

will apply quantum computing to 

generate keys and to encrypt 

messages and then send to receiver 

account 

4) View Mails: receiver can view list of 

mails and then can click on ‘Decrypt 

Message’ link to decrypt and view 

messages. Can click on download file 

to decrypt and download attachment 

file. 

 

RESULT AND DISCUSSION 

 

In above screen click on ‘New User Sign up’ 

link to get below page 

 

The specifics of the encrypted message 

delivered to the receiver are visible on the 

screen above, and no one will be able to 

decipher or hack it because of how 

complicated it is. Before you can access your 

inbox, you must log out and then log in as 

John.

 

The recipient may see the sender's name and 

the subject line on the above screen, but the 

message is in encrypted format; to decrypt it, 

click the "Click Here" link. Then, the 

following output will appear. 

CONCLUSION 

Our results demonstrate that post-quantum 

and quantum cryptography, or a mix of the 

two, are prepared for application in systems 

and use cases beyond the traditional usage of 
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secure channel protocols for client-server 

communication, including Transport Layer 

Security (TLS). Although there is still more 

to do, particularly in terms of updating all 

applicable standards and RFCs, many 

cryptography libraries are based on 

extensible software designs that can 

accommodate new cryptographic algorithms. 

But we found certain problems with 

OpenPGP implementations that will need 

further effort to make them quantum-safe. 

Key management systems, as well as the 

user's and program's interactions with them, 

may necessitate further development for 

QKD encryption in order to guarantee 

asynchronous and long-term access to 

encrypted communications. Key rates are 

currently inadequate to meet demand, 

especially for QKD key integration into non-

site-to-site VPN systems. This issue could be 

resolved by deriving several keys from a 

single key that is first supplied by QKD. It is 

possible, for instance, to employ a single 

QKD key with message-specific keys for all 

messages exchanged between two fixed 

participants on a given day. Even while it's 

important to think about key compromise at 

the QKD key level, not all messages would 

be encrypted using independent keys. We can 

reduce this danger by incorporating PQC-

based encryption. There is need for further 

study in this area to investigate other key 

derivation methods. 
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